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ABSTRACT 

This paper is a study and implementation of a fingerprint recognition system based on   Minutiae based matching 
quite frequently used in various algorithms and techniques. Currently, we have noticed that the users use only one 
way security which only match the finger pattern as a result the hacker can easily make artificial fingerprint or other 
ways, as a result they are easily hacking the system. The motive of our work is that when the users match their 
fingerprint, this time the system will also check the DNA sequence, the hacker cannot make an artificial DNA 
sequence because  the size of the genetic sequence [DNA(deoxyribonucleic acid)]is varying in the range of million to 
billions of nucleotides and two or three times bigger annually . Here we use some algorithms like pattern matching 
algorithms, compress algorithms, and security etc. 
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1. INTRODUCTION 

The fingerprinting problem is that when user use 

finger printing on any system. System only scans 

the image of our finger. It can't scan our DNA 

sequence. So the system can be easily hacked by 

the hacker by using artificial fingerprint. Hacker 

can be hacked the system using some trial an 

error method, possible change to hacked the 

system. But in case of scanning the DNA of the 

particular fingerprint the chance of hacking is 

very less; also the matching DNA sequence in 

between two users is about 10-5 to 10-9, the 

probability of matching is very less like 0.01%. 

Fingerprint authentication refers to the 

automated method of verifying a match between 

two human fingerprints. Fingerprints are used to 

identify and verify their identity [1-3]. In this 

reason use DNA fingerprints in our system for 

batter security. By using DNA fingerprinting to 

reduce machine system processing time and also 

reduce space .by using DNA fingerprinting user 

can easily handle the system.  

Process how to be hacked it: 

1: Hacker can use some kind of gale. She/he 

takes image of the user fingerprint and he/she 

made the feck image of user fingerprint.  

2: Hacker can use soap .She/he take image of the 

user fingerprint and he/she made the feck image 

of user fingerprint and easily hacked the system. 

3: Hacker can make artificial fingerprint. So they 

can easily hack the user fingerprint. This are the 

process hacker can hacked the user fingerprint 

image. 

1. What is a Fingerprint? 

A fingerprint is the feature pattern of one finger 

(Figure 1.1). It is an impression of the friction 

ridges and furrows on all parts of a finger. These 

ridges and furrows present good similarities in 

each small local window, like parallelism and 

average width.  
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Figure 1.1 Fingerprint image from a sensor 

Figure 1.1 Fingerprint image from a sensor. 

However, it can be shown by intensive research 

on fingerprint recognition, fingerprints are not 

distinguished by their ridges and furrows, but by 

features called Minutia, which are some 

abnormal points on the ridges (Figure 1.2). 

Among the variety of minutia types reported in 

literatures [4], two are mostly significant and in 

heavy usage: 

1: Ridge ending - the abrupt end of a ridge. 

       2: Ridge bifurcation - a single ridge that 

divides into two ridges . 

             (a)                                     (b) 

Figure 1.2 (a) Two important minutia features 1.2 (b) 

Other minutiae features 

2. WHAT IS FINGERPRINTING 

RECOGNITION? 

Fingerprint recognition  

 or fingerprint authentication [4-11] refers to 

the automated method of verifying a match 

between two human fingerprints. Fingerprints 

are one of many forms of biometrics used 

to identify individuals and verify their identity. 

 

3. THE STEPS OF DNA 

FINGERPRINTING PROCESS 

DNA fingerprinting involves a number of 

intensive and important steps in order to fully 

complete and develop and DNA fingerprint of a 

father, a suspect or a person involved in an 

immigration problem. The process of DNA 

fingerprinting starts with isolating DNA from 

any part of the body such as blood, semen, 

vaginal fluids, hair roots, teeth, bones, etc.  

Polymerase Chain Reaction (PCR) is the next 

step in the process. In many situations, there is 

only a small amount of DNA available for DNA 

fingerprinting.  Because of this, in a test tube, 

DNA replication is must occur to make more 

DNA. The DNA and the cells will undergo DNA 

replication in order to make more DNA to be 

tested.  

After the DNA is isolated and more copies of the 

DNA have been made, the DNA will be tested. 

The scientist will treat DNA with restriction 

enzymes (an enzymes that cuts DNA near 

specific recognition nucleotide sequences known 

as restriction sites). 

-This will produce different sized fragments 

which are known as restriction fragment length 

polymorphisms (RFLPs). 

-These fragments can then be observed doing 

an experiment called gel electrophoresis which 

separates DNA based on fragment sizes.Gel 

electrophoresis is the next step in this process 

of DNA fingerprinting. During gel 

electrophoresis, an electrical current is applied 

to a gel mixture, which includes the samples of 

the DNA. 

-The electric current causes the DNA strands 

to move through the gel. This separates the 

molecules of different sizes.  

-The fragments of separated DNA are sieved 

out of the gel using a nylon membrane (treated 

with chemicals that allow for it to break the 

hydrogen bonds of DNA so there are sing 

strands). The DNA (single stranded) is cross-

linked against the nylon using heat or a UV 

light. The probe shows up on photographic 

film because the strands of DNA decay and 

https://en.wikipedia.org/wiki/Fingerprint
https://en.wikipedia.org/wiki/Automate
https://en.wikipedia.org/wiki/Fingerprint
https://en.wikipedia.org/wiki/Biometrics
https://en.wikipedia.org/wiki/Forensic_identification
https://en.wikipedia.org/wiki/Verification_and_validation
https://en.wikipedia.org/wiki/Personally_identifiable_information
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give off light. In the end, it leaves dark spots 

on the films which are also known as the DNA 

bands of a person. What make up the 

fingerprint are the unique patterns of bands. 

The patterns of bands are different as we are 

all different and unique (other than identical 

twins).Once the filter is exposed to the x-ray 

film, the radioactive DNA sequences are 

shown and can be seen with the naked eye. 

This creates a banding pattern or what we 

know as DNA fingerprints. This technique is 

called southern blotting. These fingerprints can 

be used to determine which hair strand belongs 

to which person for example: DNA 

fingerprints of children should be similar to 

their parents’ fingerprints, although they may 

not be the same. Some bands will match one 

parent and other bands can match the other 

parent. With the bands of both of those 

parents, they make the bands and the identity 

of the child. 

 

 

Figure 1.4(a): Steps in DNA fingerprinting technique 

 

Figure 1.4(b): DNA fingerprinting X-ray film 



Syed Mahamud Hossein et. al. / Int.J.HIT.TRANSC:ECCN. Vol.3: Issue 2A(1) (2017) 

 
Special Issue on Information Technology and Applied Mathematics, 2017 

 

 

ISSN: 0973-6875                                                                                                                                                           P a g e  | 17 

 

4. FLOW DIAGRAM OF OUR WORK 

  

 

5. REGISTER AND LOGIN 

In case of register time system at first scans the 

image and DNA sequence. Image and DNA 

sequence are stored in a string by using 

MATLAB and MY-SQL. Then the string is 

stored in database .When user logs in the system 

then system checks in database .If the scanned 

image and DNA sequence match then the 

process will continue otherwise process will end. 

 

 

Store in database by using MATLAB 

 

  

 

 

Image & DNA 

sequence 

Store in a 

string 

Link to 

database 

System scan 

image& DNA 

sequence 

Check in 

database 
Register in 

database 
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6. METHODOLOGY 

1. When a user matching his fingerprint in a 

system .In this time the system scan the user 

fingerprint pattern as well as scanned the 

DNA sequence. We know from a research 

paper that a hacker can’t make a artificial 

DNA. So this is impossible for the hacker to 

hack the system. 

2. We can easily solve these problems by using 

some algorithms. In this algorithms we are 

store our DNA fingerprint in our system. 

When the system scan user fingerprints, then 

firstly scan our finger image and then it also 

scan our DNA sequence. We know that two 

persons DNA can't match. The different 

between two person DNA is 10-5to 10-9 

which means that the probability of two 

parsons DNA sequence matching is 0.01% 

which is very negligible. So the system can't 

easily hacked by the hacker. 

7. ALGORITHMS 

We are design our process by use some 

algorithms. At first we will discuss about 

compress algorithms .We can use this algorithms 

to reduce the time and reduce space .We also use 

another algorithm .This algorithm is pattern 

matching algorithm .By using in this algorithm 

system can match our fingerprint pattern and 

also match our DNA sequence with database .If 

given pattern can’t match then the process will 

be end and else process continue. And this 

pattern matching   algorithm also check the 

given pin code. In case of second parson pattern 

matching algorithm can check the given OTP. If 

the given OTP is right then process will be 

continue otherwise process will be end. 

8. RESULT DISCUSSION & 

CONCLUSION 

1. This is a two level security system. Level one: 

It check the DNA finger pattern and DNA 

sequence, Level two:It also check pin code and 

OTP. 

2. We use the compress algorithms in this paper 

which will also reduce the space and time 

complexity. 

3. If user is ill or can’t attend.  Then second 

parson can excess this system by using his/her 

fingerprint, Pin code and OTP. In this case 

systems generate two OTP. One got user and 

another got second parson. After putting two 

OTP then process will be continue otherwise 

process will be end. 

4. Hacker can’t make an artificial DNA 

fingerprint. So person can’t hacked the system . 

9. FUTURE WORK 

We will discuss about DNA fingerprinting 

scanning, registration process and the login 

process in our next paper. 
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